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Cybersecurity Guided Notes

Lesson 2.1.1 - Threat Actors
Name:         Class:        Date:     

1. What are script kiddies, and what is their typical skill level? 

2. How do hacktivists differ from other threat actor groups, and what motivates them? 

3. What distinguishes organized crime groups in terms of their motivations and activities? 

4. Describe the characteristics of nation states and advanced persistent threats (APTs) in the context of 
cybersecurity. 
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5. What defines insider threats, and why are they considered particularly dangerous? 

6. What is the difference between black hat (unauthorized user), white hat (authorized user), and grey hat 
(semi-authorized) hackers? 

7. Explain the concept of shadow IT and its potential impact on organizations. 


